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Challenge in Information Security

Ever increasing computing power is to the security of the connected world as 

the invention of gun powder to the city wall.



1984

• 0% market share

• Employees: 31

• Locations: 2 (NL, US)

• Sales: € 1,2 million

• R&D: € <5 million

• Employees:> 19.000, 115 nationalities

• Locations: 60, in 16 countries

• Sales: € 9,053 billion (end 2017)

• R&D:  € 1,260 billion (end 2017)

2018

ASML in 34 years

April, 2018

Slide 3

Public



ASML develops & makes machines that make chips
That’s a 100-ton, €95-mln precision instrument with >100,000 components
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ASML market is driven by the digital revolution

Smartphones1

PC, laptop, 

tablets

2

Consumer 

Electronics
3

Automotive4

Factory

Automation
5

6

7
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Analytical engine

Hollerith tabulator

IBM tabulator

National ELLIS 3000

Bell Calculator model 1

Colossus

IBM SSEC

UNIVAC

IBM 704

DEC POP-1

IBM 1130

DEC POP-10

Apple II
IBM PC

Altair 8800

IBM AT-80266

ASML is foundedMoore’s Law

Compaq Deskpro 386

Pentium

Pentium II

Pentium III

Pentium IV Core 2 duo

Core i7 quad

DNA?

Quantum?

today

Neuromorphic?

Pentium G4400

Core i3

AMD A8

Cannonlake

Icelake
Kaby Lake

1 nm

transistors?

Moore’s Law of economics drives computing power
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Overlay [nm]

To deliver on Moore’s law, we push technical limits

>285 WpH190 WpH 230 WpH 275 WpH250 WpH

NXT:1950i

NXT:1960Bi NXT:1965Ci

NXT:1970Ci

NXT:1980Di 

NXT:next1

NXT:next2

products under study

2013

2015

2011

2009

introduction

Roadmap: October 2016

7

6

4

3

<3

<2
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SOURCE: https://staticwww.asml.com/doclib/investor/financial_results/2018/asml_20180107_presentation.pdf

All disclaimers pertaining to foreward looking statements as documented in reference apply

Financial report 2017

April, 2018

Slide 8

Public

https://staticwww.asml.com/doclib/investor/financial_results/2018/asml_20180107_presentation.pdf


Sustainable relationship with suppliers

Source: 2017 Integrated Report based on US GAAP

Up to 85% of our systems is procured

suppliers ASML
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Our sourcing model is not the classic Kraljic matrix
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We have very close ties with our suppliers

From

shared responsibility

To

part ownership

To

full ownership

As our customers have 

a stake in ASML
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What drives value for our customers?

Execute the roadmaps

Deliver quality products and services

Align customers, suppliers and peers

Improve cost per function /

return on investments

Develop our people and processes
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Yearly Risk AssessmentQLTCS Supplier Profile

Multiple others, some ad hoc
E.g., conflict minerals, varying scope

Q1 Material Quality Performance (MQP) (incl. FSDs and DoA’s/DoI’s)

Q2 Quality Management

Q3 Quality Control

Q4 Operational Excellence

Q5 Defect and Complaint Handling

Q6 Yield

Q7 Supplier Management (N-tier, Quality) 

L1 Supplier Logistics Performance

L2 Order Management

L3 Logistics Organization & Process Management

L4 Capacity & Flexibility Management

L5 Supplier Management (N-tier)

T1 Technology Performance

T2 Technology Management

T3 Timely Supplier Involvement

T4 Roadmap / Competence alignment

T5 Change Control & Traceability

T6 Zero Hour Defect Rate Prediction (only for OEM BB/WB)

T7 Supplier Management (N-tier,Technology)

C1 Market Conformity

C2 Open costing & Cost Transparency

C3 total Cost Reduction Programs & Total Cost of Ownership

C4 Dependency

C5 Financial Transparency / Stability of Supplier

C6 Investments on Development

C7 Organizing for Customer Focus and Craftmanship

C8 Maturity progress Technical Cost & Business Norms

S1 Compliance

S2 Business Continuity

S3 Environmental Performance

S4 Health & Safety Performance

S5 Labor Ethics

S6 Business Ethics

S7 IP Protection / Information Security

S8 Supplier Management (N-tier, Sustainability)

Risk information of suppliers was scattered. Instruments were partially overlapping. 

The risk management process was annual rather than continuous.

Financial Risk Assessment

ASML risk management up to 2 years ago
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From 3 risk aspects To 4 risk domains

… of which strategic risks harbors a 

mix of cost, IP and disruption risks

providing clarity on those risks 

deemed relevant in ASML risk 

universe

Supply Disruption

Risk Profiling will focus on the core risk domains
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Process is captured in a single tool

Sourcing Lead completes 

assessment

Category Manager 

reviews risks & plans

Sourcing Lead drafts

plans with experts

Standard reporting incl. 

red flags in place

43% of data input 

is automated

SS&P staff ensure 

decision making is in line 

with agreed governance

Financial expert 

ratings

Global risk indicators 

by Maplecroft

Supplier profile scores

Vendor master- and 

contract data

Finance

Legal

CIP

Ownership, 

dependency

Intellectual property 

ownership

Legal, compliance

Recovery times

April, 2018

Slide 15

Public



Process is based on a preliminary governance model

The main supplier 

risk domains are in scope

Rules defined to escalate risks to 

the appropriate management levels

Process map with 

RACI has been drafted

• 6 risk domains are assessed –

calamities, financial stability, 

ownership, IP ownership, 

information security and 

compliance

• Typical mitigative responses are 

commercial interventions or 

supplier development.

• A process map with RACI has 

been drafted and is embedded 

into the Procurement process 

framework

• Risk review meetings will be 

scheduled

• A risk appetite dialogue sets the 

threshold for scoping and risk 

level categorization

• Mitigation plan approval levels 

based on risk level categorization

• Red flag reports are available per 

risk domain
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the governance model is confidential 

and therefore not part of this hand-out 



What is expected of suppliers?
Information Security requirements

Information Security 

Management System (ISMS)

Human Resources Security

Access Control

Cryptographic Controls

Physical Security

Operations Security

Logging & Monitoring

Control of Software

Network Security / 

Information Transfer

Network & Mobile Security

Development & Support 

Security

Supplier Information Security

Information Security Incident 

Management

Information Security / 

Business Continuity

Compliance

Information Security Review

Draft Information Security areas (based on ISO27001:2013)



ASML engineering intellectual property is critical 

Engineering Top Secrets 

and IP

• Information exchange is 

needed

• Work together with 

supplier on new 

technology

• New technology can be 

patented but has to 

follow IP process

Patent wall at the experience center
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Security Architecture

Security Architecture

Layers of defense

Security controls for each 

layer

ASML IT Infrastructure is 

network level connected 

with suppliers

High privileged suppliers 

for outsourced activities

High level Security Architecture 
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Inclusion based on impact

Network connected suppliers & high privileged

(Engineering) Top Secrets

GDPR and cloud
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Supplier Risk Management

Supplier Risk Management

• Inclusion of suppliers is 

risk based

• Questionnaire answered 

by supplier

• Outcome of questionnaire 

validated and used for 

further actions

• Maturity of supplier 

determines how to 

proceed 
Risk based approach for supplier assessment
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Information Security survey

Information Security 

Survey

• Based on ISO 27001

• First Wave of suppliers 

selected for deployment

• Cloud application 

(secure!) for survey 

management

• SharePoint solution for 

monitoring outcomes & 

progress on improvement 

plans
InfoSec questionnaire based on ISO27001
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Risk levels determines seniority of decision makers

Risk 

domain

Very low risk 

(excluded)

Low risk Medium risk • High risk (red flag)

Calamities Commodity 

products with 

multiple 

suppliers in the 

market and 

short order 

lead times are 

excluded from 

the detailed 

risk profiling

• Low risk region 

• Recovery time < 3 months

• Elevated risk region OR 

• Recovery time > 3 months OR

• Low risk region AND 

• no BCP

• Elevated risk region AND

• No or weak BCP OR

• Recovery time > 12 months

Ownership 

continuity

• No ownership change

• Investing in ASML 

• Not investing enough in ASML • Not investing at all in ASML

• Change of ownership < 2 yrs

Financial 

stability

• Financial Rating 4-5 • Financial Rating 3 • Verified Financial Rating 1-2

IP 

ownership

• IP is owned by ASML and/or 

LTSA is in place

• IP is owned by the supplier but 

an LTSA is in place with 

standard IP and continuity of 

supply agreement

• IP is owned by the supplier and 

only standard terms & conditions 

are in place with limited 

continuity of supply assurance

Information 

Security

• Access to critical knowledge, 

but ISO27001 compliant

• Minor non-conformities vs 

ISO27001

• Supplies indirect competitors

• Major non-conformities vs 

ISO27001

• Supplies direct competitors

Reputation 

& 

compliance

• Not based in “risk countries”

• No issues flagged

• Meets RBA standard with 

acceptable scores

• No major issues flagged

• Risk country and does not meet 

RBA standard

• Major issues flagged

Category Manager Sourcing Management Executive Management
Typical Highest

Approval level
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Governance

Information Security 

Policy, Standard and 

Capability Matrix Based on 

ISO 27001

• First Wave of suppliers 

selected for deployment

• Cloud application 

(secure!) for survey 

management

• SharePoint solution for 

monitoring outcomes & 

progress on improvement 

plans
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We continue to invest in our suppliers and people

Our culture and business sector

Act now with the future in mind

In close relation with suppliers

Welcome to our world

Where supplier development is not just a buzz word – it is a necessity

To contribute to this world of exponential improvement
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Selected vacancies at ASML

Some numbers

• Currently 654 vacancies 

world wide

• Veldhoven 427

• From high school diploma 

up to PhD

• From student to senior

https://www.asml.com/careers/vacancies/en/s32420 
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IT – Quality and Compliance Officer

IT- Application Security Analyst

IT - 3rd party IT Security Manager

https://www.asml.com/careers/vacancies/it-quality-and-compliance-officer/en/s44885?rid=56361&dfp_posting=req438
https://www.asml.com/careers/vacancies/application-security-specialist/en/s44885?rid=56361&dfp_posting=req614
https://www.asml.com/careers/vacancies/it-3rd-party-it-security-manager/en/s44885?rid=56361&dfp_posting=req1183



